The New England State Police Information Network (NESPIN) Update

NESPIN using NCIC data to assist in the recovery of stolen items

By Curtis McKenzie

     Deputy Director of NESPIN
 
Beginning in January 2019, NESPIN began a new initiative in which we regularly cross reference serial numbers of items that are listed in the RISSProp Property and Recovery Tracking System against serial numbers of stolen items entered into NCIC by law enforcement agencies.

 

During the first six weeks of 2019, we have already confirmed numerous exact matches resulting in the recovery of stolen property in Connecticut and Maine. Additionally, investigators have been able to develop probable cause to charge suspects, usually connected to a burglary or larceny, in these incidents. A sampling of stolen property identified so far includes laptop computers, game consoles (PlayStation/Xbox), landscaping equipment, a high end bicycle, and even a sonar fish finder.

 

Once a potential match is identified NESPIN staff notifies the originating agency listed on the NCIC stolen article query (QA) and relays the investigative lead to the appropriate officer.

 

It is important that agencies enter all serial numbers into the NCIC stolen article file when possible as part of their property crime investigations for this initiative to work effectively.  Based upon the initial results of this endeavor so far, we anticipate the potential to provide leads each week to police agencies throughout the New England region.

ECO ATM’s Convert Cellphones to Cash Quickly

But RISSProp Has the Transaction Record
By: Chief Jim Hurley (retired)

       NESPIN Field Representative

Selling electronic devices, including cellphones for cash on the internet, continues to expand with new websites opening frequently.   There are multiple internet sites, such as Declutter and Buy Back Boss, that will offer you cash for your phone after you answer a few simple questions on line.  If you accept their offer, you can print out a prepaid shipping label to send them the device.  Once the company receives the device, they send you your payment by the method of your choice (i.e. check, electronic money transfer, or pay pal).   These simple transactions are problematic for law enforcement as they can be conducted in the privacy of your own home and are difficult to track.  And just when you thought the selling of cellphones and small electronic devices couldn’t get any easier, it did with the roll out of ECO ATM kiosks nationally.  ECO ATM lists approximately 15 locations in Massachusetts where its kiosks are located.  Those locations include, but are not limited to, the following communities: Cambridge, Worcester, Springfield, Gardner, Leominster, and many more.

I first became aware of ECO ATM’s when a NESPIN analyst, checking RISSProp (a.k.a. Pawn Shop Database), located a group of transactions showing five perfect I-phones that had all been sold in a matter of 20 minutes at an ECO ATM.  The seller received $2,475 in cash for the sales instantly.   These sales do not pass the “smell test”….something is wrong.   Several days later the NESPIN analyst and I happened to be where the ECO ATM involved in the suspicious transaction was located.   As I stood at the ECO ATM less than 100 yards away, just as the analyst had told me, there was an Apple Store…….humh!!   While these five phones have not been reported stolen, the payment amount certainly seems to be so grossly reduced from the phones’ legitimate value that a reasonable and prudent person should know the phones are likely stolen.

Here is how the ECO ATM works:   You bring your phone or small electronic device to the ECO ATM location.   You swipe your ID and the ATM opens up.  You place your device into the ATM and hook it up to a power cord, if the device is working.   The machine closes and analyzes your device and takes a photo of it.  While all this is occurring, a camera at the Kiosk is also taking a picture of you, the person selling the device.   After completing the analysis of the phone, the ECO ATM makes you an offer for the phone.

Once you are made an offer for the item, you can accept it and the ATM pays you cash immediately, or you can decline the offer and get your device back.   ECO ATM kiosks also accept MP3 players and tablets.

ECO ATM sales transactions are reported to RISSProp.   In addition to the sellers’ information, the transaction record in RISSProp also contains the following photos: 

1. Item being sold

2. Person selling the item

3. Photo of ID used for the transaction

All of the photos, which I have viewed related to ECO ATM transactions in RISSProp, are very clear, including the photo of the person selling the phone.  

The ECO ATM website contains the following information on how to prepare your phone for sale by instructing you to:

· Transfer content you want to access in the future

· Disconnect your old phone from your contract and ownership

· Reset your phone so no one else can access your information – and you can get top dollar when you sell it
In addition to the information above, the website also provides links for specific device manufacturers.  These links provide more detailed information on preparing your phone for sale. All of the aforementioned information can be found at www.ecoatm.com/sell-my-phone/ .
The ECO ATM website also contains contact information and instructions for law enforcement agencies, including how to recover a phone from an ECO ATM.  

The bottom line is that cellphones can be converted to cash quickly at these kiosks.  RISSProp provides its users with quick and easy access to ECO ATM transactions and photos.  If you have a cellphone or other small electronic device stolen in your community, use RISSProp to see if it was sold at an ECO ATM.  If you don’t find it during your initial RISSProp search, you should set up an e-mail alert to notify you if a transaction involving the stolen phone is reported to RISSProp in the future.
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